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INFORMATION SHARING AND ANALYSIS CENTER

Vulnerability of Integrated Security Analysis
(VISA) Implementation Workshop Agenda

Dates: February 12-15, 2024
8:30am — 4:30pm daily

Location: Campbell County Fire Department Station 1
106 Rohan Avenue
Gillette, Wyoming, 82716

Day 1 - Site Characterization, Design Basis Threat (DBT) discussion
8:30 Sign-in/Registration (bring photo ID), sign NDA All
9:00 * Welcome, workshop admin & logistics, and working breakfast Facilitators
* Pre-workshop knowledge check
¢ Course introduction, VISA tool implementation guide overview, and
DBT orientation
e Site characterization discussion and unacceptable consequences
e Insider threat discussion
* Onsite & offsite response timelines established
e Review VISA worksheet

12:30 Lunch Break All
13:00 * Site visit group taskings and objectives Facilitators
* Site visit coordination and safety briefing
e Site visit
e Site visit debrief
16:15 Poll and adjourn E-ISAC

Day 2 — Scenario 1: Outsider Only, Scenario 2: Insider Only
8:30 Breakfast, Sign-in All
9:00 Outsider only: Facilitators
e Scenario development
* Base case analysis
e Upgrade case analysis
e Questions and discussions on process
12:15 Lunch All
13:00 Insider only: Participant Led
e Scenario development
* Base case analysis
e Upgrade discussion
e Upgrade case analysis
16:15 Poll and adjourn E-ISAC
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TLP: GREEN - Recipients may share information with peers and partner organizations within their sector or
community, but not via publicly accessible channels.

Day 3 — Scenario 2: Insider Only, Scenario 3: Insider Colluding with Outsider
8:30 Breakfast, Sign-in All
9:00 Insider Only (continued): Participant Led
¢ Scenario development
* Base case analysis
¢ Upgrade discussion
¢ Upgrade case analysis
12:30 Lunch All
13:00 Insider Colluding with Outsider: Participant Led
e Scenario development
¢ Base case analysis
e Upgrade discussion
e Upgrade case analysis
16:00 Review Facilitators
16:15 Poll and adjourn E-ISAC

Day 4 — Scenario 3: Insider Colluding with Outsider
8:30 Breakfast, Sign-in All
9:00 Insider Colluding with Outsider (continued): Participant Led
¢ Scenario development
® Base case analysis
¢ Upgrade discussion
¢ Upgrade case analysis

12:30 Lunch All
13:00 Wrap up any additional scenario work, and base case or upgrade case

analyses.
15:15 Open discussion All
16:00 Final knowledge check, poll, survey, closeout comments E-ISAC

16:30 Adjourn
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